Secret Messaging with DNA Steganography

Motivation: DNA communication through a
working gene, not a separate entity, enabling

uses such as secret messaging, memoirs, and
interaction.

Related Work: DNA storage, Watermarking

My Perspective: Borrow the codon-swapping

Secret message in DNA

trick from watermarking. Two jobs: produces a
protein and carries a message.

A “normal” functioning DNA

Goal: Develop a practical communication interface for DNA steganography using fluorescent proteins.
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Hello from HTGAA! We love growing almost anything.
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® Round-trip verified - decode produces exact original message
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When the Twist order arrives, grow the colony.
If it glows -so protein is folded-, Sanger
sequence it, then decode with the provided key
to recover the message.


https://docs.google.com/file/d/12Ge7oAmVVEuJpgGAjsUI5hui9BXY8P3z/preview

Aim 2 . Encoding Optimization & Tool Improvements

- sfGFP (346 bits): ~70-80 characters

or o
Capac’ty' HOW many more bytes can we flt - mScarlet3 (~330 bits): ~65-75 characters

e Encoding optimization
Stealth: How do we prove the DNA looks like natural E. coli?

e Support multiple encoding modes with side-by-side capacity / stealth / CAl comparison
e Curated fluorescent protein library with scaffolds that generate Twist-ready coding sequences




